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Introduction 
 
In pre-Internet days, business data was relatively safe because thieves needed physical access to 
company servers and private networks to do harm. Cloud computing impacts Information Technology by 
delivering cost savings and productivity benefits. The cloud also enables the Software as a Service (SaaS) 
business model by giving customers access to the latest software and updates without owning physical 
hardware, but these new models bring heightened data security risks. This brief discusses potential 
issues that companies must address when hosting their own or customer data in the cloud, especially 
companies bound by compliance requirements such as the General Data Protection Regulation (GDPR) 
and the California Consumer Privacy Act (CCPA). 
 

Cloud computing  
 
The ancestor of today’s cloud computing was remote computer time sharing enabled in the 1960s by 
IBM and DEC, and popularized by many data processing companies such as EDS and CSC. Cloud 
computing hit the mainstream in 2006 when Amazon announced their Elastic Compute Cloud (EC2). 
Companies quickly saw the benefits of outsourcing their IT infrastructure and workloads to a third party 
– lowering the cost of personnel and equipment, while getting access to rapidly scalable computing 
resources. In particular, data security professionals embraced offsite backup for optimal resiliency. In 
the old days, an employee might take a backup tape drive to a physical safe or send a copy of the data to 
a company server in another location. Today, companies use cloud storage to back up their data. 
  

Security and compliance 
 
Despite the clear benefits of migrating workloads to the cloud, one hurdle remained - security. 
Companies with sensitive data balked at the idea of storing it with a third party. Following the reported 
and extremely serious 2017 data breach at Equifax that affected 143 million US customers, global 
personal data breaches are again occurring at a record pace. So, it wasn’t just being cautious – there are 
real-world dangers and legal compliance requirements that many companies face. The Payment Card 
Industry Data Security Standard (PCI DSS) sets data storage guidelines for companies that store 
customers’ credit card information. Several states have mandated compliance. The Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) sets data privacy standards for storing individuals’ 
medical records or payment histories. The Sarbanes–Oxley Act of 2002 establishes financial reporting 
reliability guidelines that have been interpreted as requiring companies to have tight controls over their 
electronic data. Potentially even more significant to businesses is the European Union (EU) General Data 
Protection Regulation (GDPR) which went into effect on 25 May 2018 and the California Consumer 
Protection Act which went into effect on 1 January 2020. GDPR sets guidelines for managing EU citizens’ 
data, but also regulates how the data can be stored if exported outside the EU. The regulations establish 
varying levels of sanctions that can be levied against companies that don’t protect private data, and 
GDPR was even written to apply specifically to cloud providers, as well as social networks. To comply 
with these regulations, companies have no choice but to secure client data with strong encryption, 
wherever the data is. 
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Encryption and encryption keys 
 
Whether data is stored on a dedicated local company server or on a shared virtual drive in the cloud, 
companies need to carefully manage and control encryption tools. Unencrypted data, known in industry 
speak as “plaintext”, is encrypted using a sufficiently random encryption key and made unreadable. The 
data cannot be read in its original format and is useless to anyone who steals it or tries to look at it, 
unless they have the decryption key. The challenge now becomes managing the keys that are used to 
scramble and descramble the data. The keys must be kept safe because if they are lost, the encrypted 
data cannot be recovered. A key breach can be as devastating as a data breach. 
 

Cloud security options  
 
Once a company embraces cloud computing, security takes center stage. There are several ways for 
enterprises to keep client data safe in cloud environments, each with pros and cons. 
 

Hybrid cloud - With hybrid cloud, an organization can store sensitive client data on in-house 

servers that it manages itself, while interconnecting with applications running on a public cloud, to 
maximize user accessibility while gaining cloud scalability benefits. See Figure – 1 below. Managing the 
data internally means that companies don’t have to trust a third-party entirely, but internal breaches 
are still a threat, such as with social hacking or access control mistakes. In fact, due to perimeter security 
challenges, more and more companies are embracing de-perimeterization, whereby the focus is on 
protecting company data wherever it is, not just blocking attacks at the company’s network’s boundary 
with the Internet. In some cases, companies must keep separate databases for different applications or 
for redundancy, adding to complexity. All data would still need to be encrypted, requiring a safe and 
reliable system for generating and managing the corresponding encryption keys. 
 
Traditional hardware-based key management appliances, such as Hardware Security Modules (HSM) 
from Thales make up a large part of this market. Data doesn’t have to be stolen to be harmed. It must 
also be backed up, preferably in another location, to protect against loss from server failure or malicious 
attacks such as the recent WannaCry exploit. The obvious downsides with a hybrid option are capital 
expenses, complexity and lack of scalability – the point of moving to a cloud model is to not have to buy, 
install and maintain on premises IT hardware.  
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100% cloud, with hosted key management appliance - Companies that have 

migrated their data storage 100% to a cloud such as Amazon’s Simple Storage Service (S3), still have to 
encrypt the data and address the related encryption key management. See Figure – 2 below. Companies 
that don’t want to buy and manage their own HSM can rent one from Amazon, but they are expensive. 
As an example, combined set up fees and monthly charges for Amazon’s CloudHSM service can exceed 
$20,000 in the first year. And that’s only one cloud vendor and one virtual private cloud. If companies 
want to use more than one vendor, for redundancy and resiliency, each cloud vendor would need to 
host an appliance. Even if a company is utilizing TLS/SSL technology for the communications channel 
(the familiar HTTPS prefix), it’s safer to encrypt data before transmitting it to the storage host, to 
prevent the possibility of the data being somehow intercepted such as with falsified SSL credentials, a 
type of breach known as a “man in the middle” attack. In addition, having encryption keys wholly stored 
on a static appliance still represents a potential point of failure, reducing scalability and simplicity, and is 
contrary to the idea of cloud computing. Finally, using the same third party to host the data and manage 
the encryption keys puts the entire system at risk if just one individual is corrupted, or if a subpoena is 
issued, forcing the host to surrender data to law enforcement. For this cloud scenario to work, the client 
must be willing to completely trust their host with sensitive client data and encryption keys. 
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Multiple cloud deployment – In reality, many companies are going to be using a 

combination of public, private and hybrid clouds, along with local storage for native app databases, for 
optimal IT efficiency. They run multiple apps from multiple vendors, such as ERP apps like SAP and CRM 
apps like Salesforce.com, along with native apps like 3D CAD/CAM programs, and they store their data 
both locally and across multiple Cloud Service Providers (CSPs) such as Amazon and Google. Different 
CSPs offer different ways to manage cryptographic keys for use within their own clouds. Amazon offers 
AWS KMS or CloudHMS, Microsoft offers Azure Key Vault, and Google offers Cloud KMS for their 
respective environments. Furthermore, many SaaS applications offer their own Key Management 
System hosted by the SaaS vendor. See Figure – 3 below. This silo approach to key management for 
cloud infrastructure services and applications has added a layer of complexity and significant cost that is 
not aligned with the reasons most enterprises move to the cloud. Cloud Access Security Broker (CASB) 
vendors have tried to address this issue, but they still rely heavily on interacting with multiple CSP 
provided or on-premises key management systems utilizing cloud-unfriendly and expensive protocols 
such as Key Management Interoperability Protocol (KMIP). 
 
Rather than having a mix of cloud and local HSM services, or some other on-premises encryption 
management solution, companies will benefit from the simplicity and scalability of a scalable, cloud-
based Key Management-as-a-Service (KMaaS). KMaaS allows the management of encryption keys in any 
third-party cloud service using a model generally referred to as ‘BYOK’ (Bring Your Own Key). With 
KMaaS, BYOK keys are placed in a virtual HSM in the cloud and are used to encrypt and decrypt on 
demand. KMaaS replaces on-premises or CSP provided key management hardware and software, and is 
completely cloud-based. The software can be installed in the cloud on standard containers or virtual 
machines, and generates keys which are used by the application running on the browser or customer’s 
server, to encrypt the user data before it is sent to the cloud. CSPs can’t access either the unencrypted 
data or encryption keys, creating a “trustless” scenario, the term used to describe when companies are 
not required to trust their storage service providers. As a cloud-based solution, KMaaS offers the added 
benefit of being available with any number of CSPs – not just Amazon S3, but Microsoft’s Azure, 
Rackspace, Google and others.  
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Multiple cloud deployment with multi-party computation - As is the case 

with any cloud database, the encryption key repository is also vulnerable to data breaches, so it must 
also be secured. Since encrypted data is useless without the keys, extra steps are required to prevent 
the keys from falling into the wrong hands. Rather than relying on expensive CSP provided HSMs which 
are limited to a single CSP that must be trusted, data security vendor Sepior developed a KMaaS solution 
using a technique called multi-party computation (MPC). MPC is a cryptographic method that is used to 
split encryption keys across different trust domains (or CSPs), assemble them when necessary to encrypt 
or decrypt the data, and then store the pieces on distributed key servers, ideally in different geographic 
areas. See Figure – 4 below. Similar in concept to how a RAID drive maintains data integrity in the event 
of a single drive failure, MPC allows the system to reassemble the original keys without needing access 
to every key server. Data can still be recovered in the event of a compromised or failed key server. The 
resilience threshold – the minimum number of key servers that must be available before the system 
stops operating - can be set to whatever the customer feels is necessary. And since the keys are never 
stored in whole form, from the time they are generated to the time they are purged, the entire key 
material is not vulnerable to any party compromise 
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The entire process – soup to nuts 
 
Cloud data encryption is very straightforward using KMaaS enabled by MPC-based cryptographic 
algorithms. Customers launch KMaaS to generate encryption keys, which are used to encrypt the 
customer’s application data. The encrypted data is uploaded to the cloud while key shares are 
maintained in multiple key server locations for key life-cycle management. When data needs to be 
decrypted, the system retrieves and reassembles the keys, and decrypts the data. 
 
Companies that require top-notch data security no longer need to worry about securing their data in the 
cloud. When the necessity of having to trust a third party is removed from the equation, companies can 
utilize cloud services without worrying about data breaches. 
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