
 

Summary 
This whitepaper describes a system with which an 
electricity grid operator can privately aggregate data 
over multiple meters, without the grid operator being 
able to see the individual meter data. 

After meter data has been aggregated in this way, the 
grid operator may use this data in accordance with the 
Electricity Act to further analyse local performance of the 
grid. This enables the operator to manage the network 
more precisely and plan investments more closely. 

 

Background 
With the help of smart meter data, a grid operator can 
study the performance of the (low-voltage) grid better. 
With meter data, the grid operator can, for example, 
derive information about phase identification, switching 
positions and voltage changes, allowing it to manage the 
network more accurately and plan its investments. 

 

MPC technology is valuable in this setting because it 
offers stronger privacy and security safeguards than 
traditional data analysis techniques, such as 
pseudonymization. 
  

About Roseman Labs 

Roseman Labs is the first Dutch company to offer secure 
multi-party computation (MPC1) technology building on 
academic knowledge gathered at Eindhoven University of 
Technology and the Dutch Center for Mathematics and 
Computer Science (CWI). 

 

The team has industry-leading experience in modern 
cryptography, information security and data platform 
development. Because of this experience, Roseman Labs 
can develop solutions and demonstrate their value in a 
relatively short time. 

 

Vision on aggregating network data privately 
Applying MPC to analyse data from edge devices such as 
smart meters offers strong privacy and security 
safeguards. An initial survey with privacy and security 
officers shows that the Electricity Act (and the 
accompanying 'novella') allow data to be securely 

 
1 See https://en.wikipedia.org/wiki/Secure_multi-
party_computation  

aggregated at meter level and then made available to 
the grid operator for analysis. 

MPC's privacy properties guarantee that: 

• individual metering data is not accessible to the grid 
operator or other parties on the smart meter network. 
Only the results of predefined statistics, aggregated over 
several meters, are available to the grid operator for 
network management. 

• the involved edge devices (smart meters) do not learn 
any information about each other's data (the 
measurements) during the aggregation, unless an 
attacker has a majority of the affected devices under 
control (and, for example, can read the memory). 

• only those statistics that have been approved in 
advance by the relevant stakeholders of the grid 
operator will be performed by the MPC software 
(purpose limitation). 

Background to Multi-Party Computation 
MPC is a cryptographic technique that allows multiple 
parties to perform calculations on their shared data set, 
so that each party does not learn anything beyond its 
own input and, optionally, the output of these 
calculations. 

The data entry of one party remains hidden from the 
other parties. The solid theoretical foundation of MPC 
dates back to the 1980's. (See footnote 1.) Recently, MPC 
has become of practical value thanks to advances in 
computing and network technologies and in MPC's 
theoretical foundations. 

 

To conclude 
We hope this paper has helped you understand how  
MPC can be applied in practice. If you are interested in 
analyzing sensitive data with superior privacy, we would 
love to hear from you. 

 

Kind regards, 

Roderick Rodenburg, 
roderick.rodenburg@rosemanlabs.com 

Toon Segers,  
toon.segers@rosemanlabs.com 
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